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Abstract of JP 2003124927 (A) 
Translate this text 

PROBLEM TO BE SOLVED: To perform mutual authentication by using NTRU public key encryption 
method. SOLUTION: Mutual authentication between a server and a client is performed with the protocol 
using an NTRU private key encryption method. By adding random numbers which are going to be seeds 
of a session key and their hash value to transmission data, it makes possible to check whether 
description failure is generated. The session key is formed on the basis of the random numbers for the 
session key, and data transmission and reception after authentication are performed by encryption. 
Process of the NTRU encryption method is light and the protocol is simple, so that mounting to an 
assembly type apparatus is enabled. 
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ccc\ pfcq^i.^at^■feSi^^g^ift^^A'^g c d 

0 (p, q) =1 (M±m'm^\) -Gh'^^ht. qtt 
trtfCpcfcf^fetli^AtSat^-feS^lt^MgfctSo C 

KS'ea?ti5'J>':^'"R^«Af§o 

[0 0 4 3] 
[gl] 

R=Z[X]/(X"-1) 

[0 0 4 4] (ER) tt. OTt^tj:^S^lS 

[0 0 4 5] 
0 [|j(2] 

[0 0 4 6] Sfc. U>'^''"R®Si:aE5?"*"^M^^ 

[0 0 4 7] 
[§3] 



[0 0 4 8] N T R UM^^iSf S/cJit, t^itiJ-(? 
as f tt. n q t H p ^tl?"tl®m^l# 

f, ®/ -l(mod ^) flwd 



[0 0 4 9] 
[IH] 

F^®/-l(modp) (1) 



[0 0 5 0] S^^iJTtti^l^Y-OTOa^llWSo 40* [S5] 
[0 0 51] ★ 
h = F, ®g (mod p) 



(2) 



[0 0 5 2] l^^#fBJ{Cfcnj-51^r7r«fi±S^g$n5 

[0 0 5 3] fte. n^wm^i^mfi\t^-j^~'j^ 



[0 0 5 4] 
[|j(6] 

e m p^®h (mod ;j ) 



50 [0 0 5 5] ±j^m$m 
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[0 0 5 6] mmit}\ mnLrcmit/y^~i>'c 
[0 0 5 7] mit^y^-'JemmtLtci-'i^^ic 

[0 0 5 8] 

[a 7] 

asf ®e (mod q) lo 

[0 0 5 9] l^§#(ia®f^a^-q/2~q 
/ 2 ©iSH ft 1?a«t S o it a ^«SMS*#-3^JSie 

7t© ^ 7 -b - >>'*BiM t § c t § o 

[0 0 6 0] 

[as] 

F ^ (mod p) 

[0 0 6 1 ] J.:(±BlJHJ5LTtfc j: 9 N T R 20 

t/b'^T'tSo LA^LS*^'e>. /^e^^-^? 
®3iK'i^5^1:\ Decryption Failure 

[0 0 6 2] B. ffi5tM7°Phn;ly 

[0 0 6 3] ^mniMwm£/uv:2Mi. im so 

• • T'l^— PDA (Personal 

Digital Assistant) S ^'®Ji?^?g!J®TVKX^C$5l'' 
[0 0 6 4] HI mw&.i^fiLT:iyry^'m 

[0 0 6 5] f3]BI(c:/T^tj;'5(c:. ^-7 hy--^ • v-Xr 
hit. ^y^~^^-y h 1 1 ®J:9«;JSi?IW**7 h7- 40 

[0 0 6 6] ^y^-.%7 h 1 i±ta. m^m~j^ 

*^~#ftfSo c®^t>®-{^PS, l^^^^iBfi&Hcny 
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y 11° a - ^ § H®tf rn^mm 1 4 ^srt^ 
frlllttMilH 1 2U.'M^^y^~?i-y M 1 1 

7^-trXt§PDA§2®'|fK*l 5t^fLT. US 

-p 3 > T y y ® iefi^t- e X ^ff 9 o 

[0 0 6 7] ffi*®Sffi] ©lic'feKf-jZE-^/iJ;^ 

^ D t s L t j: §fitl*^ e. ffil L § I j-^tfft e. § 0 \ 

[0 0 6 8] c©/cJ5. *IIM^lfC^§:t-7 hy-:^ 

• v'XrZ^±t^'a. nyry^Mf-y--;^ 3AV^-V 

^yi^a-^^MfKSl 5tMLT3>'ry7 
SdM-^t-HX^tT^ ISt. MM^Ii^JS D AtiTl^ 
§c tfc. m*$g4K*l 5©Wt|sMi^t';t|s*^ 

[0 0 6 9] KSiCtt. *IIM^ltcfr;S:t-7 hy-^' 

• i/XrA±t^-®3>r>^yMaf--H'X©i5ftn«Plg 

[0 0 7 0] St; ryyTyvmm-r^^x 3tt. irx?i 

fg^ t^SMM^S* 1 5 tJglKLT-tr7->3 V/b^ffl 
irtSfc (Xr7 7°S 1) . ffi5!MMtfie-b7i^3y 

• ^-®gs,5Sc^t?5 (Xr77°S 2) o 

[0 0 7 1] i^i/^-e. n>ry7Mf-9--;^i 3a. m 

\ ''^\m^x%mmmi') (xt7 7°s 

3) o iS^Saaa. mXr7 7°S 2-el^.jiic?n/i-b7>^ 

[0 0 7 2] 3>ry7EjI-9--;^i 3a. -fe 

7:^3 y • 4^-%ffll^T3yT>7fS^IM^Bf^§ftL 
T. MMiifliSl 5fClfst5 (Xt7 7°S4) . ^ 

Wifli*l 5fCjM{Ht§ (Xt7 7^S 5) 0 
[0 0 7 3] iltlie^tL, ii?Stf«4^*l 5Mc-a, S 
fiL/c3>'ry7lg^»*-tr7 v3 y • 4^-i:1g^fbt 
5 1 1 fet, ilCnyry^l^a^ffll-^T^gft LfcBf 
^IftnyTyy^lS^lfb-rS (Xr77°S6) o 

5c 

[0 0 7 4] **3. H2fc^L/c7n-(c*3l^T. IS^ 

l'\ 

[0 0 7 5] *^Simres. c PU^^y-*'5|p:^-(?^ 
#)fXT. XT 7 7° s 2 xzmmmxmm'^ n t r 

Ul^ig»Bf^3^jt^ffll^^c7'n h3;L.^{gMt§o '<m 

li. mmuf-t)^m-'iciiwmLrz^y^y3y • 



(9) 
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- ^ jMSIf ^ at ^ift L T It ^ 0 ie S o T I ^ 5 o 
[0 0 7 6] Sfc. IMr-^Fiiie-tr-yv'a > • 

e c r i p L i 0 n F a i 1 u r e'h'''iSitXl''^'h^E 
^/b^^^x7^t S<i:9tLfco CWISH. Deer i 
p L i 0 n F a i 1 u r e'Jf^^'^XV''^'h^Eo'h^'^'^ 
X 7 ^ LT. 5|*^;5:-lr -y >- 3 yMtrQ^ -y i> 3 > • 

[0 0 7 7] il3t(i, ny-ryivMf-y— 3tDli 

Mg|$3 1 fc. #IWPB*1 5S;H®^g|$©SaA^eS 
ft L/cll?¥-^*^tfiF.t§lim^«fiF.SP3 2 fc. 
>m%Vi 3 fc. ^t-;^ 1 3 g#®1i?W^^4fiSit5ll 
?W*4l!igP3 4 Sffy<-yfe-v^«af^|fMffy< 
-yb-i>'®fI^fb^tT9BfWlgP3 5fc. 5i4L/ca 

a^-it-/^ 1 3 um%m'^ • 'mmmwmfrym 
asHm£®T-:^^«#t5^tug^3 6 fc. 
aifP3 7 Min^ryiy^llfttsnyTy'yiift 

§^3 8 fc. 3yT>^yMS^^-H'X^Slj-/c^gP®SB 
t ti L TlS&Ilfl^tT ^ IS&MgP 3 9 ^fi^ T 0 ^ S o 
[0 0 7 8] a?S-fi^t!iE§P3 2!i. jM'SfifP3 1 -f-S 
ft ?tlfcMM4iB* 1 4a)f8^g:gC e r t i f 0 c 
a t i 0 nA^ltfiF.tSfctfefc:. 
tl§»*-tlK*l SCl^g^iiEa^fXDI^LT. y<t 

[0 0 7 9] aiMgP3 3ti. ffiSfSiecMl^etl^ 
SLSNh *4sSc L fc D . -t? -y 3 > • ft SfiL 

IgSira* 1 5 fs. E(r)mtm- 1 -t? -y V 3 > ff^mi L T 0 ^ 5 

[0 0 8 0] «T-S^4fiSc{^P3 4tt. ■:iy^y-:mm 

-;^i 3ei-©i«Ei,^/^';gP3 6A^5?xi3asL 

T, L©Eb^^/u/cWS^,C e r t i f i c a t i 
0 n B^^fiStLT. jM§ff§P3 1 A^53>r>7Mf^ 

[0 0 8 1] m%mmi 3 5 mmmwm- 1 5 s h 
f fc L fc D . ]^ tc mmmm * 1 5 e. sft l fc t - * 

g^3 5tt. MftS^tSjtL^^/cSl^cD-t?-y'>3>- 

Iff ^ ® Bf l§{b t ffl I ^ S L t *^-(? * S o 
[0 0 8 2] iJIE^agP 3 7 tt. «?ptf IgSifi* 1 5 ^; H 

0 n y T y 7SHfift t ® rF^-PaSiiaa^fTa o a\ 

ffiff IS^ © -Sfi ^ 7 -b - >>'fc ^ft i n § T- ^ ® / N 7 
7 ^>afifcM^t5 C t 19 . Mi c-S§ 
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N T R U^^^lTl»f^7^iiC*ffll/^Tt ^S*\ MfiF.MttPS 
M7v'afg®ra^t j: D e c r i p t i 0 n 
F a i \ wx e A'!jggTl^SA^S'a/b^*9'x7^-f S 

[0 0 8 3] 3>r>^yffifB-9--A 1 3tt. 

y-^XT-v^3y (ws) xs^^-vt;i/-3 
(PC) fcmfn§-m*f+^s>-XTi. 
±TfjT£® ^ • 7' :/ u V 3 y^m)] ? -fis 1 1 ^ 

[0 0 8 4] Sfc. H4(c(i, nyrV^MS+f— ^^1 
3 ^. 3 >- r y 7 ® iaff ^t- e X ^Slt 5 «^ffff fPis* 

(d. «^gff¥piB*l 5 a. IMSl 4l?il?^.7h7 
-^(eJgllELTn^ry^Eff^t-/^ 1 3 fc®rE|-e;^7 

^Mf-ft-A 1 3 5;20MPS«*^5SfgL/c«?.W^ 
*«ffitS«?S«»feP5 2 W&Ml^ 3 fc. 
i«?p1f 1 5 @t0t|?^W«^^)St5il?-W^aE 
gScff^ 5 4 t . Iff / 7 -b - v-'© Bf ^Ift^Sff / 7 -b - v-' 
©t^5{b^tfaBf^5MgP3 5 fc. fg^L/cSLm^'SI?!? 

t*M* 1 5 ^mm^m • mmvMinmcrjmm 

gP5 7 nyry^Mf-y--/^ 3;6^iE.S{SL/cny 

yy^dm-^'^ 1 3*^5©is#SAR^Mt5i5»i 
[0 0 8 5] m^mmim5 2 a. isiisps 1 

fi?nfc3>Ty'yMf-9--;^ I 3©'^?S^C e r t 
i r 0 c a L i 0 n B^ltEf 5fc 
^,t^StiS3yT>",yMif— /^l 3®i^K!aEb;£ 

[0 0 8 6] mm^ni'^s 3ii. ftsaSBitffli'-e.tis 
yymm-^^ 1 3 & ^'©afiffi^ t -tr 7 iy 3 ^a'^siti 

L T I ^ 5 TeS a ;>< t U SI5 5 6 t # 5 tl T l- ^ § o 
[0 0 8 7] S?S-^^gScSP5 4 tt. mSffisK* 1 5 

Ra*-a•^fcgi^g^lC e r t i f i c a t i 0 n 

>T>7Mf-9--;^ I 3tlfftSo 

[0 0 8 8] mmm5 5ii. :^yTy'ymm-^^ 
1 3 ft Hcfflfiffi^tiff ^ST-^^ffi^®i^gl»c 

bT^-Bfi^ffcL/cf^. i^fcn^ry^Ma^^-z^l 3A^5 
Sfi L fc ^ ^ a g lifSffiM-ClM^lfb L /i t) T 

iil'^©-b7>'3 y • ^-OS^afc-t:7v'3 y • 4^-^ 
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[0 0 8 9] igfiF.MSR 5 7 ti. 3yT>^7ia{f-9--A 
1 3 ^ H ® n y lidM^ i: ® V^.tmM^H 9 = 

smmic N T R U i^rJMBt^l7?S*ffll^Tl^S*\ sSE 
SaagPS 7tt. -'^7i^aflt®l•&ieJ;f9^ D e c r i p 
tion F a i 1 u r e*^~|atTly^5/b^H9*^^9^x 10 
7^t§i:fc*^~t^-t§o 

[0 0 9 0] H 5 tfi. MflK* 1 5 hnVTV^ 

mic. n^ry^Eff^t-z^l 3lt. NTR 

[0 0 9 1] St\ ^5-fTyhtLT«j*?fttlPS* 
1 5tt. @^^©lWE.^t^/cW#SC e r t i 20 
f i c a t i 0 n A^Sfff S (PI) o 
[0 0 9 2] nyT>7MSf--/^ 1 Sfit^-fi. C©S 
?W^C ertification A^Sfff « 

[0 0 9 3] «i^^^,A^'iHLl^tWlT$tlfc±i^"ta, 
SLf»SR3 31:\ fflSMfiFidffll^SSLSNb -^7 

• 4^-09 Sb®n7i^afBHa s h (Sb) ^flgf 

So ^LT. N,. Sb. Hash (Sb) mmtmHi 30 

* 1 5 (omm E . T-Bt^#it L c mm^mm 

its^J^LTcmT^^C ertification 

Bttk mmmti^^ 1 5 imnt § ( p 2 ) „ 

[0 0 9 4] Mf«* 1 5 Area. MT-S^iC e r 
t i f i c a t i 0 nBtaf^^T-^E, (Nb, Sb, 
Hash (Sb) ) *^e.:&§;j<7-b— ::>"^^gffr5t. 
liSEMfc D ecription Failure ©It 

[0 0 9 5] aetdii. WiM*i 5fit^iTt)n§ 

tElfllfcD e c r i p t i 0 n F a i I u r e ©ttliE 40 

[0 0 9 6] St; «?#%IMiEgP5 2T-S^#SC e 
r t i f i c a t i 0 n B^ltBiEf S (Xt7 7°S 1 
1) o 

[0 0 9 7] «T-S^*'5ELl^t¥iJiT$nfci:i'&ta 

(xr7 7°s 1 2) . mimmms sk&^x. m 

ffcr-^Ea (Nb, Sb, Hash (Sb) ) ^l^lffcL 
Nb. Sb. Hash (S = ) ^ffiOtBt (Xr77° 50 
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S 1 3) o 

[0 0 9 8] i^l/^-e. IS^§fb^tlfc-b7>^3 > • ^-(T) 
llSbt?tLT|uJU/N7v'3. • 7;l/d~UXA^S)1iLT 
^©A7>'afflHa s h' (Sb) ^fML (Xt77°S 

1 4) . cn;6';'S1fT-^?;6^blXf5tH*nfcM7i^a« 
Hash (Sb) t-a-r5*^S/b^*TOJt 5 (Xt7 
7°S 1 5) o ^N7xafB;^)'''^L<«;5cfciej:oT. SI 
■fff'IfStfffii* 1 SiJ'ettD ecription Fail 
u r eAmLTl^&l^CfcWgtSilfcA'^c-tSo 
[0 0 9 9] BtfHStHoTll^fBfSc D e c r i p 
tion F a i 1 u r e tMSM^Il/ctl:. 

i«?ptf«4S*i 5^ii. SM4SP5 3t^\ tmmmc 

fflV^SSLaNa fc. •tr7>^3y • +-®fflfcS§M!(Sa 
^?64?-&§o 1^^3^;;^7v'a • 7;b3UXi. 

tdj^f}. •b7>'3> • 4^-©fflSa©;N7vafBHa s 
h (SJ ^l|-gf?>o ^LT. Na. Sa. Hash 

(sa) mmmm^ \ Bff^mmF.rmumtL-c. 

■9--;^l 3tclfi1-S (P 3) o 

[0 10 0] 3yr>7Efg-it-;^l 3iJ^I4. SLSN 
btiJf^lx-^Eb (Na, Sa, Hash (Sa) ) A^b 
S§/7-b-i>'^^{Bt§fc. liSISiiEfcDe crip 
tion F a i 1 u r e®IMI^tT'5o 

[0 10 1] g|7ttt. 3yr>7Efi-9--/U 3fit^- 
fftitlSffliliSMtD e c r i p t i 0 n F a i 1 u 
r c comi^'^t>^X'i7^ /cit)®MT-)i^7P-9^-\' 
-h®ffJS-e^L-Tl^5o 1)(T. o®7n-^t-ht 

[0 10 2] St. fIfiEMgP3 7-e. S{f/<7-b-i>' 
t^SnSNbA\ fiLa4lggP3 3-p4fiScL/cfiL|j(Nb t 
^Ll^A^g^^^TOJLT (Xt77'S2 1) . fflllfg^ 
*'^Bft^§{b^7-tr-vEa (Nb, Sb, Hash (Sb) ) 
h Nb MX D tti'&/c;^^§A\ tSt)^*t^*^ H 9 

[0 10 3] ^LaNb;^J^-g(t§t«^n/c^i^ie 
ti. Hf^ftMs-P5 5t$5l^T. Hf^iffc-r-:?E 
b (Na, Sa, Hash (Sa) ) ^Ig^^fbLT. Na. 
Sa. Has h (Sa) ^ffiOtBt (Xr77°S 2 2) c 

[0 10 4] i^l/^-e. fi^§fb^tlfc-b7>^3 > • 4^-© 
aSJcMLT^C/N7i/a • 7;l/d~UXA^afflLT 
^©A7>'afBHa s h' (Sa) ^fML (Xt77°S 

2 3) . Ctl*'^S{fT-^:^^biRDai?tl/cM7i^afB 
Hash (Sa) t-atS/b^S/b^^TOJt 5 (Xt7 
7°S2 4) o J\-j'y:L{tmh^r^^-CUz^^X. n 
yfy-yMf^-r^ l SfirettO ecription 

F a i 1 u r e;^mLTl-'ai^CtWgt§Cfc;^'i 

[0 10 5] BtfH5tM-3T!Mt§c D e c r i p 
tion F a i 1 u r aWs-V'^'ChMtU^tifd'^A. 
3yT>7Efi^t-/^l 3ti. IS^Ifb^tl/cSLaNa* 
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mwmm^ 1 5 d ]mt ( p 4 ) „ 
[0 10 6] mmmmMi 5ij"cii. ■sfibfcNaA'^ 

fflffffl^*^~ff^lf[:;<7-b->>'F,h (N,, S,, Ha 
[0 10 7] ^LT. ±MLfcj:9«;?,lEfcj;t5. Ji?f 

^issfiiit s . a e t N T R u mm^ 

^l75"St$Dly"'TD ecription Failure 10 

fc-tr 7 3 > • S . Stf S b &mT^ 7 3 y 

•^-^iimtc "tlx. n^ry^yBf 

[0 10 8] ZOO-b'yv'Hy •+-0aS.,StfSb^ 

[0 10 9] (1) Salitf ShCDXOR (Fxclusive 0 

R : Sfffis^ita^n) fg^-fe 7 s/ 3 > • ^- 1 1 § o 20 
(2) s.(D±iiL;uhts.(D±u^uv^^^mrc^ 

[0110] ^^Sffi5*±c-4lS?tlfcaSa 

C (tSt)-i;. D c c r i p t i 0 n 

F a i I u r e*^^l^itn) t®*. -tz 7 3 > • 4^- 

[0 111] ^LT. -tr 
7 ^> 3 y • ^'~'mmt L rlSfft S C t J; D . 3? 30 
3 «lc j: 5 aj(H K <' ^: A^' c' t § o 

[0 112] il8t(i, Mt«*l Stnyry^y 

EfH-i^-/^ 1 3mxi7t>timmsi(ommmKmt 
sfwy^S/j^LTi^So ffiL. m-B'trnm^i 5 a. n 

T R U d^Haaf ^^77 iStc j; § d^lflM E . u nfc #^J-ft 

mmmmi. mmic^ nyr>'7Mf-it-;^i 3 

a. N T R UlWBf^T^j^tc: j;Sl^lI»Eb t cltlie 

[0 113] St\ ^'^^/yhfcLTCWfK* 
1 5 It. g^^®lWE.^^/u/c«?W«C e r t i 40 
f i c a t i 0 n A^Sfft 5 (PI Do 

[0 114] 3yr>7Mf+f— ^^1 smvii. c®s 

?S^iC e r t i f i c a t i 0 n A^^gfit5t^ 'S. 

i'mmmm 3 2 c n^ttiEt 5 o 
[0 115] mrmff^JEn^^tm^nrciMi^Kii. 
mm^iim 3 3 mmsBmv^uim. m^^ 
c nmmmmu^ 1 5 ti® i^r^ia f . -emit l 

X. Ctl^a?S-^4)SSP3 4t^-4)SL^ca?¥^^C e 
r t i f i c a t i 0 n B t tUm^\1lWZ'^ 1 5 1 
MftS (P 1 2) o 50 
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[0 1 16] mm%mm^\ sMc-a, li^a^c e r 

t i f i c a t i 0 n B fcBf^lT-^ Ea (Nb) *^?>^ 

§ ^ 7 -tr - i^'^SM 1 5 1 . 18? mim 3 2 -eii? 

W^C e r t i f i c a t i 0 n BcDftiS^ff'^o 

m^-u^^Lv^mm^w^^iat. nmmmtib 5 

tfcl/^T. af^lffcT-^F, (Nb) mS.mtLX. Nb 

^IXDIiLT. ^®/^7i/a«Ha s h (Nb) 

TSo set. ai(g;,5SclfP5 3-eftSaS3itffll^saa 

EbT-Cft^Bf^§ftT§o ^LT. ^(D^o\^LX\m 
Sn/cEb (NJ StfHash (Nb) ^■&£y/7-t'- 
^yrV^Mf-y--^^ 3fclf=-r§ (P 1 

3) o 

[0 117] nyr^'yiidMf— /^l 3iJT^tt. E 
b (Na) atlHash (Na) 7-b->>'^S{f 

H9(ctt. 3>T>>yMf-it-/^ I 3fi-rfT9W»« 

Sis* 1 5 \t'Dv^xmM.^m^yxi~^\~vm'^j^x 

[0 118] S-f. niT^®;N7i>a • 7;l/3UX~At j: 
'3 SLa5§5s§P 3 2 L fcSLS Nb ® M 7 a fi^f+ 
gf-S (Xr77°S3 1) o tLX. im^tlfzf\-ji^ 
afiA\ Wt«4ffi5*l SP^J^b-Sff LfcM7J^afiHa 
sh (Nb) t§Ll^;b^gA^^ffiiJf § (Xr77°S3 
2) o 

[0 1 19] Ctlb/N7v'afBA^'§Ll^it^. Sf-m* 
Jira^l 5*''TX< /7-fe->>'^tS^lffc-ptfcc:t*6M 
^■tS® c\ mW\mWm^ \ 5A'!.ffl®M{fffi^-efe5 

[0 12 0] SjlLfcBf^^ftx-^Eb (NO 

^Btl§jiaJMP3 S#ft»«*l 5fi® 

limM^m (Xt7^S 3 3) o 

[0 12 1] ^LT. H)Tii^®A7v'a • 7;I/a~UXLt 
cfc'9^:®^LaNa®/^7i^afllHa s h (Na) ^f+ffL 

T (xr77°s 3 4) . ;:ti^«^^iffr4*i 5tl{= 

t5 (Xt77°S 3 5) (P 1 4) o 
[0 12 2] Sfc. nyry^Mf^t-/^ 3tt. SLS 
?g^ai3 31:m$ii:rcSLaNb l^p'lf fgiira* 1 5 

h ®sff r- ^ L T# s tifcaa n, 

-1:^7>'3> • ^^iS-rS (Xt7 7°S 3 6) o 
[0 12 3] WMWrnmA 5iJc'a. ;N7i/afilHa 
sh (Nb) %^£yy7-fe-v^*«gfit5t. 3yT> 
7E€-9--/^l 3!e-oi.^T®fllMa*tf9o Hi Ofc 

a. «#fi«Ki 'omx'iionyTy'mm-r^\ 

3 fC':5l''T®iM#llE^7n-^-v- h®ff^j^ c-.^LT 
o^So c®7n-5^-v-htfjEor. 3yry7 
Eff-y^-/^ 1 3fc-3t^T®E?IS^Sfc-3l^T!Mt§o 
[0 12 4] S-f. niT£®^N7->a. • 7;l/30XAt j: 
0 SLaig^SP 5 2 L /cSLS Na ® M 7 a ffi^f+ 



(12) 

21 

Wt^ (Xt77°S 4 1) o tLX. tm^ritcr\yi/ 

afBHash (Na) mL\^'^■h■^^■h'mmt^ (Xr 
-y7°S 4 2) o 

[0 12 5] cn?./^■y->a^B;6'i^Ll'^^i■&. nyr^ 

'yffifif--/^ I 3 /b^'iE L < ^ 7 -fe- v^^lM^ifb-e * /c c 
[0 12 6] mmmm^i sa. sm^sp 

5 a^mS^imaN. nyry^/MS^-^n 10 

3 i^-^!bo^mtT-^mm\tLxn^McfLmv %a 

-tr-yv-HV • § (Xt7 7^S4 3) o 

[0 12 7] a8A^^.fefiJ§j;oie, ±jzEL/cfflS|giiF. 
7°n hn;lyt j;ti(i\ n^ry^iidM-y— A 1 3 tm^- 
If fPis* 1 5 PsSCMf -b 7 >' 3 y • 

>7E€-it-Al ?,hmW\m^^ \ 5 a. -77*^5jM 20 

e. tir * fc / N 7 i> a fli h g ^^-eff d tb l /c; n 7 ^ 

[0 12 8] 2-3©-l27>'3y •4^-®fflNa.&tfNb^ 

ffli^T. f^jjitfi:^ KCT^St J; D-b7->3 y • 

[0 12 9] (1) Nai4tfNb®X0R (Exclusive 0 
R : SfffiWifS^U) «*-tr 7 3 > • ^- J; 1 5o 

(2) N.®±{i;W hi:Nb®±{S/V h^^t)-li:/ct 
«*-t?7>'3> • 5o 30 

(3) N. fcNb©ft®/^7i^a«Ha s h (N.+Nb) 
^•fe7i^3 y • So 

[0 13 0] #4sS*±c'45Sc^n/caN. 
:^tfNb*^C-fe7v^3y • ^^-^^fgTSC 

[0 13 1] mm\ m%(Dmm{mm§,Lr£fs^ 
mmK-Di-^xmrnix^rco it^im^ib. m 
mm'smmLrjiimmx'^Mmm'Mmmmm'^ 40 
ixmi&Lmctmmx&^o ts^^. mmti' 
mmx^miimfnW^Lxtfc(Dx^ d . mwcE 

mmmt<^xh^. 

[0 13 2] 

^mmim ^"©tsn yryyff)mm^&'xm±^ 

tm'y7.rkmSkmWMMi^. fflSIMSS. m\L 50 
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[0133] Sfc. ^IgBMt j;tiS\ i>MMBf^#ie^ 
[0 1 3 4] Sfc. *|gaj?t J:bKWM*^~6i/^ 

[0 13 5] WJ5(cj:ti(i\ NTRUd^^igaHf^iSS 

*ffli^fc7'tJ vuMz^ii^-j^t^j'y^ryvmk^ 

mm.^d-i')^tifXt^o t/c. C©7°nhn;lyT-l 
-b -j'yny- +-ffl®SLa*»!e-b 7 ^> 3 y 

l^#ft:B|fcS;®T-^fc(iS^5D e c r i p L i 
on F a i 1 u r e C t*'i5;Pe)tlT(/^S*^\ 1 
fgx-^^fc-tr7i-3> • +-®atS5SLi5(fc^®^^ 
7i^.-xfii^I]n:^SL j: l3^ Decription 
F a i 1 u r e ^^j^'Ef 9 ^J^^^'x 7 ^-p't § 

ct f^: LT, fi|/b^S:-b 7 3 yftliZf'-tr 7 :> 3 > • 

[0 13 6] Lfcif-DX. immi^i^nii. m^mtx. 
-DXfmibri^^hWi^. g^t^t-Afc^/^Yry 

h mmm^UO C t f)^Xt^o E - C o mm 

e r c efiElcmmk'f-rMm. *AgiL iS 

[0 1 3 7] '€*©S S F (Secure Socket layer) S 
I ^ C ^ ffi ^tift 7= D h 3 ;F $ 5 C A> . Jilf « 
[Hfi]'®ffi|i*IISHJ5] 

[01] Wiffi*{c:MLT3yry^yE#-9--ex^^i 
fit^§*7 F7-^7 • ->XriN®«^W^t,7]^Lfc 

mxh^o 

[H2] .^llfflmitf^§ t^7 h7-^ • i/XxA±Y- 
CD 3 >T PEfi-9-- li' X©}^tn*«B^fi<J(c^ L /c 7 n 

[0 3] 3>Ty7Mfit-;^i I ©It^SfiSc^M'J 
fC/T;L/c7D7^H c'S§o 

[0 4] M»«*l 5®etgffi5Sc^^iSfl^t^Lfc 
7n7^H-p-S5o 

[0 5] M*«*i 5 fc3>Ty^yE{f-9--;U 3 

mxh^o 

[0 6] WSM*1 5fil:lTfcn§fflSfMtD c 
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cription Failure (^tMiL^at>^X:H * 1 5 

'5/cJ6©Mf-li*/T^Lr-7ti-^-^-M?fcSo 3 1 

[M 7 ] n yT-yymm-^'^ 1 3 m^-n^nmrn. 3 2 

ilfc D e c r i p t i 0 n Failure (DM&a 3 3 

So 3 5 

m 8 ] SIfflf ffiS* 1 5 1 3 y r > ^ea-it-/^ 13 3 6 

PF5TlTfctlSfflS3M®M?)itlTSffi®f?U^^L 3 7 

/c7n-H c-$§c 3 8 

[H9] ny-fy^/MS-f-^n 3ijTlTaS#t#«iffi5 10 3 9 

*1 5{C'Ot'>T©fifiE#llE^^L/c7D-9'-\'-h-p-S 5 1 

5o 5 2 

[010] fliisif M* 1 5 mnii n-^y^y -ymm 5 3 

-r\ 1 3 i;:ot^T®IM^IIs^/T^L/c7n-^-^'- FT- 5 4 

S§o 5 5 

m^mm 5 6 

I 1 F 5 7 

1 2---^llf*jifg|H 5 8 

1 3---3>T>7ffiff-9--;^ 5 9 

1 4-#|?|l||S *20 



12 003-124927 



riyTyvmmm 



ran 
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[02] 



■l!Vi'a;i'-*-^ffll»fc!«*StSe 
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[0 5] 
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P1 naiUflcatioiii A 



P2 Cgtifiction B. E.(Nt,S|.. H.ah(et)) 



P 3 1^,. ^(N.. ^. Ha.hCS.» 
P* N. 
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(sDiiit.ci/ mmm fi t-?:4'(#^-) 

G 0 6 F 17/60 Z E C II 0 4 L 9/00 6 7 5 B 

F^-i.(#^) 5B085 AE04 AE08 

5J104 AA07 AA09 AA18 KAOl KA03 
KA05 LAOS NA02 NA03 NA12 
PA07 PAH 



